Identity Theft and You

Thieves use your Social Security number for a variety of purposes, such as opening lines of credit and seeking work. If you have been the victim of identity theft there are a number of steps to take: File a police report, tell creditors and the banks where you have accounts and contact credit reporting agencies.

If you believe someone is using your Social Security number to apply for a job, report it to the Social Security Administration's Fraud Hotline at 1-800-269-0271. You will also then need to verify the accuracy of your earnings reported for your Social Security number which you can do by calling 1-800-772-1213.

If you think someone is using your Social Security number to obtain a driver's license or identification card, contact your state's department of motor vehicles and alert them:

http://research.lawyers.com/State-Motor-Vehicle-Departments.html  

You may think about getting a new Social Security number. However, can't get a new number simply because your card has been lost or stolen. A person must actively be using your number for you to request a new one. If you have exhausted all options to prevent illegal use of your number and someone is still using it, request a new Social Security number. However, getting a new Social Security number presents problems as well. You can read more here:

http://consumer-law.lawyers.com/consumer-fraud/Loss-Theft-and-Your-Social-Security-Number.html
How to Find Out if You're an ID Theft Victim

On an ongoing basis, carefully monitor the balances of your financial accounts. Look for unexplained charges or withdrawals. Other indications of identity theft include: 

· failing to receive bills or other mail, which may signal an address

· change by the identity thief, 

· receiving credit cards for which you did not apply, 

· being denied credit for no apparent reason, or 

· receiving calls or letters from debt collectors or businesses about

· merchandise or services you did not buy. 

Any of these could be a result of a simple error, but you should follow up with the business or institution to find out.

If an identity thief is using your credit or opening new credit accounts in your name, these accounts are likely to show up on your credit report. Order a free copy of your credit report at www.annualcreditreport.com 

Your credit report contains information on where you live, how you pay your bills, and whether you've been sued, arrested, or filed for bankruptcy. Your report is used by loan agencies, insurers, employers, and other businesses to evaluate your applications for credit, insurance, employment, or even renting a home.

Make sure the information in your report is accurate. If you find any inaccurate information, also check your reports from the other two credit bureaus. Note: If your personal information has been lost or stolen, you should check all of your reports more frequently for the first year.

What to Do if Identity Theft Happens to You

If you learn that your identity has been stolen: 

· First, report the crime to your local police immediately and askthem to issue a police report about the theft. Local law enforcement must accept the complaint, prepare a police report, give the victim a copy of the report, investigate the allegation and any other related violations and where necessary, coordinate investigations with other law enforcement agencies. Keep a copy of your police report to share with your creditors. It may help in your dealings with the credit bureaus.

· Keep all documentation, and log all telephone calls you make regarding the theft.

· Contact the fraud department of one of the three major credit bureaus http://www.consumer.gov/idtheft/con_steps.htm  -- Equifax, TransUnion or Experian -- and ask them to flag your file with a fraud alert and to include a statement that creditors should get your permission before opening any new accounts in your name. The credit bureau that you notify will notify the other two bureaus. 

· Check your credit report carefully and look for items that you do not recognize. Verify your name, address and social security number on the report.

· After thoroughly reviewing your credit report and documenting incorrect information:

· Contact your creditors, your bank, your utilities and all service companies and let them know that your identity has been stolen. 
· Contact the Internal Revenue Service if you suspect the improper use of your identification information in connection with tax violations. 
· Contact the Post Office to find out if anyone has submitted change of address forms on your behalf. 
· Contact the Federal Trade Commission to report the theft at 1-877-438-4338, or online at www.consumer.gov/idtheft 

The ID Theft Clearinghouse is the federal government's database for tracking identity theft complaints. It was created as part of the ID Theft and Assumption Deterrence Act of 1998.  The ID Theft Hotline and website give victims a central place to report their problems and to find helpful information. Although the FTC does not resolve individual consumer problems, your complaint helps the FTC investigate fraud and can lead to law enforcement action.
